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Abstract: With increasing dependence on modern information and communication technology, a 

future smart grid is potentially more vulnerable to coordinated cyber-attacks launched by an 

adversary.  In this talks, we consider several possible attack mechanisms aimed at disrupting real-

time operations of a power grid.  In particular, we are interested in data-driven attack strategies that 

learn the system parameters and operating conditions.  We also present a dynamic "deny of service" 

attack on the real-time economic dispatch.  
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